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Abstract of the contribution: This contribution updates authentication aspect of solution #3.
1. Introduction
It is proposed to update the TR 23.973 as follows.
2. Proposal
Start of 1st Change
6.3.2
High-level Description

6.3.2.1
Authentication and Registration
A new interface, Shu, between UDM and HSS FE is introduced, by which UDM initiates interactions with HSS FE to retrieve or update user data stored in EPS UDR. Shu is a Point-to-Point reference point.

UDM is the only access point both to 5GC and EPC.
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Figure 6.3.2.1.1: Solution architecture
In some 5G deployment, when a 4G subscriber is updated to 5G subscriber, the 4G subscription profile keeps stored in EPS UDR while the new 5G subscription data is provisioned in 5GS UDR. In this case it is assumed that the authentication data is only stored in EPS UDR and is reused by 5GS authentication.
For new 5G subscriber, all the subscription data is stored in 5GS UDR. Therefore, the solution described in this clause does not apply.

In this scenario, when a UE with 5GS subscription registers on 5GS, the UDM needs to interact with HSS FE to retrieve authentication vector(s) generated in EPS UDR.
NOTE 1:
The UDM is a combo node which simultaneously supports UDM and HSS FE functionality.
NOTE 2:
The authentication vector(s) can be authentication vector(s) for SGSN, which is 5 tuple vector that UDM can convert it into 5GC authentication vector(s) by implementation to avoid impact on HSS.
In case of single registration in 5G, in order to cancel the registration in the other RAT, the UDM supports to perform a fake 4G registration in the HSS, as shown in Figure 6.3.3.1-2. This trigger the HSS to cancel the 4G registration. When the UE moves back to 4G, the HSS sends cancel location to UDM which trigger the UDM to deregister the UE in 5G.

Start of 2nd Change
6.3.3
Services and Illustrated Procedures

6.3.3.1
Authentication and Registration
The procedure of the interaction between UDM and HSS FE for Authentication vector(s) Retrieval is shown in Figure 6.3.3.1-1.
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Figure 6.3.3.1-1: Authentication vectors Retrieval Procedure between UDM and HSS FE

1a.
When the UE attaches from EPS, MME sends Authentication-Information-Request to UDM to get authentication information for the UE. The MME message is sent to UDM by DRA routing (i.e., based on IMSI range).

1b.
When the UE registers from 5GS, AMF invokes Nausf_UEAuthentication_authenticate service operation to AUSF to get authentication information for the UE.

1b'. AUSF invokes Nudm_UEAuthentication_Get service operation.
2.
When UDM receives Nudm_UEAuthentication_Get, it determines to generate and send S6a Authentication-Information-Request message to HSS-FE based on local configuration, to retrieve UTRAN authentication vectors, if the authentication information is stored in EPS UDR due to operator's deployment.

3.
HSS FE interacts with EPS UDR to retrieve requested type of authentication information of the UE via legacy UDC architecture.

4.
HSS FE returns Authentication-Information-Answer with E-UTRAN authentication vectors or UTRAN authentication vectors to UDM.
5.
if MAP_SEND_AUTHENTICATION_INFO response is received, UDM converts CS or PS authentication vectors to 5GS authentication vectors.


5a.
UDM forwards Authentication-Information-Answer with E-UTRAN authentication vectors to MME.

5b'.
If UTRAN authentication vectors are received, UDM generates the respond to Nudm_UEAuthentication_Get service operation invocation with 5GS authentication vectors converted from UTRAN authentication vectors, and sends the respond to AUSF.
NOTE:
How UDM converts authentication vector is implementation specific.
5b.
AUSF response the AMF invoked Nausf_UEAuthentication_authenticate service.


The procedure of the interaction between UDM and HSS FE for single Registration is shown in Figure 6.3.3.1-1.
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Figure 6.3.3.1-2: Single Registration Procedure between UDM and HSS FE

1.
The UE is registered in 5G. The AMF perform UE registration in UDM. The AMF indicates whether it requires single registration or dual registration.

2.
If the AMF requires single registration then the following steps are performed. Otherwise the procedure stops.

3.
The UDM selects the HSS FE based on the SUPI and sends Update Location Request to HSS FE. In this message a dedicated MME Identity is included. This dedicated MME Identity is pointing to the UDM. From HSS FE point of view, the UDM is now acted as a MME. This message also includes an indication to indicate single registration and an indication to indicate the skip of subscription data so the HSS FE will not send the UE 4G subscription data.

4.
The HSS FE stores the dedicated MME Identity into EPS UDR via Ud interface.

5.
The HSS FE sends Update Location Response to UDM.

6.
If the UE has been registered in an old MME, the HSS FE sends Cancel Location Request towards this old MME. This message will be routed to MME directly based on the old MME Identity.

7.
The old MME deregisters the UE and sends Cancel Location Response to the HSS FE.

8.
After the UE reselects 4G and performs Tracking Area Update procedure in 4G, the new MME sends Update Location Request towards the HSS FE. As the UDM is the only access point both to 5GC and EPC, this message is sent to UDM and the UDM relays this message to HSS FE.

9.
The HSS stores the new MME information into EPS UDR via Ud interface.
10.
The HSS sends Update Location Response to new MME via UDM including the UE 4G subscription.

11.
Because the UE has been registered in 5G and a dedicated MME Identity pointing to the UDM is stored in the EPS UDR, the EPS UDR triggers the HSS FE to send Cancel Location Request towards the UDM. This message will be routed to UDM based on the dedicated MME Identity.

12.
UDM sends Cancel Location Response to HSS FE.

13.
Upon receiving Cancel Location Request from HSS FE targeting to deregister the UE in 5G, the UDM initiated Deregistration procedure to deregister the UE in 5G.
Start of 3rd Change
6.3.4
Impacts on existing services and interfaces

6.3.4.1
Authentication impacts

UDM supports:
-
generating Diameter S6a Authentication-Information-Request message based on Nudm_UEAuthentication_Get service operation;

-
forwarding Diameter S6a Authentication-Information-Request message to HSS-FE and Authentication-Information-Answer message with authentication vectors to MME;

-
converting UTRAN authentication vector into 5GS authentication vector;

-
generating the respond to Nudm_UEAuthentication_Get service operation invocation with 5GS authentication vectors, and sends the respond to AMF;

-
generating and sending Location Update Request message to perform fake 4G registration in HSS FE when the UE is registered in 5G;

-
de-registering the UE in 5G when it receives Cancel Location request with dedicated MME Identity from the HSS FE.

HSS FE: No impact.
5GS UDR: No impact.
EPS UDR: No impact.
Start of 4th Change
6.3.5
Evaluation
This solution has no impact on entities other than UDM.
The Solution does not provide the possibility to deploy a pure UDM without HSS functionality.

The EPS and 5GS UDRs both need to keep up to date registration status for the UE, i.e. the EPS UDR has to know the registration status of the UE also when the UE is in the 5GS (due to the fake registration concept). This means that there is duplication of registration data in EPS and 5GS UDR, which is adding load and storage requirement to the system

Due to the fake registration concept, the T-ADS master node is always the legacy HSS, not the UDM, even when the UE is 5GS registered. So, the functional allocation between 5GS and EPS specific entities is blurred for as long as there are combined 4G/5G subscribers.

Implementation to convert UTRAN authentication vectors to 5GS authentication vectors is needed.

NOTE:
The above implementation should be evaluated by SA WG3.

End of Change
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